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Establishing a security policy : Solo young hackers

- What is the system under attack?

- Who are the principals?

- What are their assets?

- What are the security properties to maintain?

- What is the threat model?
- What would be your security policy?

https://www.20min.ch/ro/news/vaud/story/Mots-de-passes-et-photos-intimes-derobes-a-l-UNIL-23553124?httpredirect
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Establishing a security policy : State-level adversary

- What is the system under attack?

- Who are the principals?

- What are their assets?

- What are the security properties to maintain?

- What is the threat model?
- What would be your security policy?

https://www.swissinfo.ch/eng/suspected-spying_nsa-accused-of-tapping-swisscom-phone-lines/41454902



The app of your dreams

Based on a recommendation from a friend, you have recently installed a new app 
on your phone that allows you to pre-order drinks at Satellite to avoid long queues 
on busy nights. The app is connected to your CAMIPRO account so that, once you 
have ordered the drinks through the app, your order is directly paid for from your 
account. Access to the app is PIN-restricted and each user can choose their own 
PIN when they first register. 

Describe a security threat to this system, a potential vulnerability of the system in 
relation to this threat, and the harm that could result from a successful attack 
within this threat model. Propose an additional security mechanism that the 
developers should implement to minimise this threat.
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